
 

 

INTERNATIONAL JOURNAL OF BUSINESS AND 

MANAGEMENT ADVANCEMENT 

IJBMA  |  e-ISSN: XXXX-XXXX  |  Volume X, Issue X, 20XX 
https;//globalacademianetwork.org/journal 

 

Copyright © 2026 Global Academia Network   |  IJBMA   1 

 

 

RESEARCH ARTICLE DOI: https://doi.org/10.xxxx/ijbma.xxxxx 

Ethical Leadership, Organisational Integrity and Sustainable 

Business Behaviour in the Era of Digital Transformation 
 

Hidayahtul Khusna Abdul Malik1*, Zaid Mat Yusop2, Norhayati Wahib3 

 
1,2,3 Faculty of Business and Accountancy, Universiti Poly-Tech Malaysia, Malaysia 

 

CORRESPONDING AUTHOR 

Hidayahtul Khusna Abdul Malik   
Email: khusna@uptm.edu.my 
ORCID: 0000-0000-0000-0000 

ARTICLE HISTORY 

Received Revised Accepted Published 

8 June 2026 13 July 2026 4 August 
2026 

30 September 
2026 

 

ABSTRACT 

Digital transformation has redefined organisational behaviour by altering decision structures, 

accountability mechanisms and ethical expectations, creating an urgent need for ethical 

leadership, robust integrity systems and sustainability-oriented practices. Although digital 

technologies enhance efficiency and innovation, they also introduce heightened ethical risks such 

as data misuse, algorithmic bias, reduced transparency and weakened stakeholder trust. This 

article synthesises current scholarship to examine how ethical leadership, organisational integrity 

and sustainability interact within technology driven environments. The analysis identifies major 

issues including insufficient ethical leadership adaptation to digital dilemmas, fragmented 

governance, weak integrity enforcement and misalignment between sustainability commitments 

and digital strategies. Through a critical discussion, the study argues that organisations must adopt 

integrated governance approaches that combine ethical oversight, integrity safeguards and 

sustainability principles to ensure responsible digital transformation. The recommendations 

propose strategies for strengthening digital era leadership competencies, embedding integrity into 

digital governance, aligning sustainability with technological innovation and developing unified 

governance models capable of managing emerging ethical risks. The article contributes to the 

field by offering a comprehensive conceptual understanding of how value-based leadership and 

coherent governance structures can enhance organisational resilience, deepen stakeholder trust 

and promote sustainable outcomes in increasingly digitalised business environments. 
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1. INTRODUCTION 

Scholars increasingly recognise that ethical leadership plays a defining role in shaping organisational 

behaviour and maintaining responsible corporate conduct in complex economic environments, as 

argued by Moghaddam and Nof (2022) at the beginning of the debate. The rapid acceleration of 

digital transformation has intensified expectations for transparent governance, accountable decision 

making and ethical alignment across organisational systems, prompting leaders to adopt behaviours 

that inspire trust and strengthen moral standards within the workplace. This shift towards digitally 

enabled business models has heightened stakeholder awareness of ethical implications associated 

with data use, algorithmic practices and technology driven interactions, reinforcing the importance 

of organisational integrity as noted by Paul (2024). Organisations that prioritise ethical reasoning 

and responsible behaviour develop a stronger foundation for sustaining long term competitiveness, 

particularly in environments characterised by uncertainty, complexity and rapid technological 

change. As emphasised by Idris (2025), contemporary organisations must integrate ethical 

leadership with sustainability values to ensure that corporate practices meet social expectations and 

reinforce stakeholder confidence in times of digital disruption. This evolving landscape highlights 

the need for a deeper understanding of how ethical leadership, organisational integrity and 

sustainable behaviour interact to shape the trajectory of modern businesses in digital contexts. 

Ethical leadership and professional integrity have also been positioned as mutually reinforcing 

managerial foundations for responsible organisational conduct (Yusof & Abd Wahab, 2020). This 

perspective places ethical judgement within routine managerial processes rather than treating it as a 

separate compliance activity. 

 

Research by McKinnon (2018) indicates that ethical leadership establishes the behavioural norms 

that guide employees in making morally responsible decisions, suggesting that leadership ethics 

form the backbone of organisational culture. In the era of digital transformation, these ethical norms 

extend beyond interpersonal relationships and now encompass digital transparency, responsible data 

management and fair technology utilisation, which significantly influence how organisations 

maintain trustworthy practices. The increasing integration of automation, artificial intelligence and 

digital communication tools has created new moral landscapes that require leaders to apply ethical 

judgment in unprecedented ways, reinforcing the need for integrity driven decision frameworks as 

emphasised by Tan (2024). Moreover, organisations that embed integrity within their digital 

strategies are more likely to cultivate sustainable practices that align with environmental, social and 

governance expectations, strengthening their market legitimacy and long term resilience. This 

argument is supported by Karim (2023), who highlights that ethical guidance in technology intensive 

environments contributes to higher employee engagement, reduced misconduct and improved 

ethical climate. These developments illustrate that ethical leadership is no longer confined to 

traditional governance matters but is now deeply intertwined with digital systems that influence the 

behaviour, accountability and sustainability orientation of modern organisations. The challenge 

becomes more pronounced when technological change alters managerial judgement and increases 

uncertainty surrounding organisational decisions (Yusof & Razali, 2020). This perspective places 

ethical judgement within routine managerial processes rather than treating it as a separate 

compliance activity. 

 

According to Yusof et al. (2025), organisational integrity reflects the internal consistency between 

moral values, operational behaviour and strategic decision making, making it a critical determinant 

of sustainable business outcomes in technologically evolving settings. As organisations adopt digital 
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tools to streamline operations, monitor performance and engage with stakeholders, the need for 

consistent ethical standards becomes more pronounced, since digital systems can amplify both 

positive and negative behaviours. Scholars such as Rahman (2024) have argued that integrity driven 

organisations are more capable of addressing ethical dilemmas arising from data privacy issues, 

digital surveillance and algorithmic biases, which increasingly shape public perceptions of corporate 

responsibility. Digital transformation also accelerates organisational exposure to ethical risks, 

requiring leaders to establish systems that reinforce honesty, compliance and fairness across all 

functional areas. Research by Abdullah (2023) suggests that when integrity is embedded into digital 

governance processes, organisations experience higher levels of accountability and stronger 

stakeholder trust. These developments demonstrate that organisational integrity is indispensable for 

ensuring that digital transformation aligns with sustainable business behaviour and reinforces ethical 

expectations in both internal and external environments. Recent work further connects corporate 

governance with ethical accountability and sustainable organisational development, reinforcing the 

need to examine these elements as an integrated system (Yusof et al., 2026). This perspective places 

ethical judgement within routine managerial processes rather than treating it as a separate 

compliance activity. 

 

In the broader sustainability discourse, ethical leadership has gained prominence as a strategic 

mechanism for aligning business practices with long term social and environmental expectations, a 

position initially highlighted by Fernando (2022). As digital technologies reshape value creation, 

customer engagement and operational efficiency, organisations face growing pressure to address 

sustainability concerns while navigating ethical complexities inherent in technological adoption. 

Studies by Zhang (2023) emphasise that sustainable business behaviour requires leaders to integrate 

ethical reasoning into digital innovation processes, ensuring that technological advancements do not 

compromise societal well being or ecological balance. Moreover, digital transformation has 

intensified the visibility of corporate practices, making stakeholders more aware of ethical lapses 

and sustainability inconsistencies, which in turn influences corporate legitimacy. Research by 

Wilson (2024) indicates that organisations that demonstrate ethical consistency in sustainability 

initiatives attract stronger stakeholder support and achieve higher strategic performance. 

Consequently, ethical leadership becomes essential not only for guiding behaviour but also for 

framing sustainability commitments that are credible, consistent and adaptable to the evolving 

demands of digital economies. Digital leadership therefore needs to connect technological direction 

with organisational capability rather than treating transformation as a purely technical programme 

(Yusof, 2026). This perspective places ethical judgement within routine managerial processes rather 

than treating it as a separate compliance activity. Such an approach also clarifies responsibility when 

digital systems distribute decisions across leaders, employees and automated tools. 

 

The growing reliance on digital ecosystems has introduced new challenges for ethical governance, 

with technological tools influencing employee behaviour, decision making patterns and 

organisational accountability structures. Scholars such as Oliver (2023) contend that digital 

transformation creates opportunities for innovation but also heightens ethical risks linked to data 

misuse, cyber vulnerabilities and unequal access to technological benefits. These risks underscore 

the relevance of ethical leadership, which must ensure that digital practices reinforce rather than 

undermine organisational integrity. Additionally, the emergence of digital surveillance, algorithmic 

decision systems and automated workflows has shifted the focus of ethics from individual behaviour 

to system level responsibility, as highlighted by Lim (2024). Organisations must therefore establish 

robust ethical governance mechanisms that align digital strategies with responsible and sustainable 
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outcomes. Research by Chan (2023) suggests that when ethical leadership is combined with strong 

digital governance, organisations can better anticipate ethical challenges and respond in ways that 

support sustainability objectives. This evolving dynamic indicates that ethical leadership and 

integrity frameworks must evolve alongside technological advancements to maintain moral 

coherence across organisational operations. Evidence on digital transformation also indicates that 

technology adoption can influence organisational stability and sustainability, making governance 

quality central to long term value creation (Yusof, Kamarudin, et al., 2025). This perspective places 

ethical judgement within routine managerial processes rather than treating it as a separate 

compliance activity. 

 

2. ETHICAL LEADERSHIP INTEGRITY SUSTAINABILITY DIGITAL GOVERNANCE 

LITERATURE PERSPECTIVES 

The study of ethical leadership, organisational integrity and sustainable business behaviour has 

gained significant academic momentum as organisations navigate the complexities introduced by 

digital transformation. Scholars such as Moghaddam and Nof (2022) emphasise that the convergence 

of ethical governance and technological innovation represents a defining characteristic of 

contemporary organisational development. Digital systems have altered behavioural expectations, 

decision structures and accountability mechanisms, making ethical considerations central to 

sustainable performance. Paul (2024) explains that digital transformation broadens the ethical 

landscape by introducing new concerns related to data governance, algorithmic transparency and 

digital monitoring. These developments require organisations to integrate ethical values deeply into 

corporate strategies to ensure coherent responses to emerging challenges. Idris (2025) adds that 

ethical leadership and organisational integrity act as strategic anchors that guide value based decision 

making in environments shaped by technological complexity. As sustainability expectations 

continue to rise, literature demonstrates that organisations must adopt ethical frameworks capable of 

aligning digital transformation with long term economic, social and environmental objectives. The 

following subsections provide a comprehensive review of scholarly work on ethical leadership, 

integrity, digital transformation and sustainable business behaviour. 

 

2.1 Ethical Leadership Contemporary Digitalised Organisational Governance Perspectives 

Scholars consistently argue that ethical leadership is central to guiding organisational behaviour in 

digital environments, with Moghaddam and Nof (2022) asserting that ethical leaders create 

behavioural benchmarks that employees follow when navigating technology driven tasks. As 

artificial intelligence, automation and digital communication platforms expand, leaders must 

demonstrate ethical foresight to anticipate risks associated with algorithmic bias, data misuse and 

privacy concerns. Ethical leadership therefore becomes a foundation for organisational stability and 

trust in technologically intensive settings. Karim (2023) further explains that ethical leadership 

promotes psychological safety, encouraging employees to engage confidently with digital tools 

without fear of punitive consequences for unintentional errors. Tan (2024) argues that ethical 

leadership reduces ethical ambiguity by providing employees with guiding principles for responding 

to technological inconsistencies. Scholars also note that ethical leadership enhances reputational 

resilience by preventing misconduct in digital practices such as data manipulation or unethical 

surveillance. The literature emphasises that ethical leadership is no longer a supplementary 

leadership attribute but a necessary competency for organisations operating in rapidly digitalising 

environments. The relationship between leadership ethics and technological change is also evident 

in work examining how organisations balance technology with ethical responsibilities during 
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transformation (Yusof & Abd Wahab, 2021). This perspective places ethical judgement within 

routine managerial processes rather than treating it as a separate compliance activity. Such an 

approach also clarifies responsibility when digital systems distribute decisions across leaders, 

employees and automated tools. 

 

Ethical leadership emphasises transparency, accountability, fairness and moral reasoning, all of 

which are essential as digital systems reshape organisational processes. Paul (2024) states that ethical 

leaders address emerging digital dilemmas by modelling responsible behaviour and offering clear 

moral guidance regarding data management, communication practices and technology adoption. 

Idris (2025) highlights that employees are more likely to adopt responsible behaviours when led by 

individuals who demonstrate moral consistency in digital contexts. The literature shows that ethical 

leaders do more than influence individuals; they also shape system level ethical norms that guide 

collective behaviour throughout digital transformation. This is significant because digital 

environments often produce ambiguity and uncertainty, especially when automated systems generate 

unexpected outcomes. Ethical leaders clarify expectations concerning acceptable digital conduct, 

ensuring that digital transformation efforts align with organisational values and sustainability 

priorities. By creating a culture rooted in ethical reasoning, leaders help organisations navigate 

digital complexity with moral clarity. This perspective places ethical judgement within routine 

managerial processes rather than treating it as a separate compliance activity. Such an approach also 

clarifies responsibility when digital systems distribute decisions across leaders, employees and 

automated tools. The practical implication is that ethical expectations must remain visible at the 

point where technology shapes behaviour and organisational choices. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. 

 

2.2 Organisational Integrity Ethical Governance Structural Foundations Digital Contexts 

Organisational integrity is widely regarded as a structural determinant of ethical governance, 

ensuring consistency between declared values and actual behaviour. Digital tools increase the 

visibility of organisational behaviour, heightening the consequences of integrity lapses. Integrity 

ensures that ethical safeguards are embedded into digital systems, preventing practices that may 

undermine stakeholder trust. Abdullah (2023) explains that organisational integrity reduces the 

likelihood of unethical digital behaviours such as algorithmic manipulation or privacy violations. 

Wilson (2024) highlights that stakeholders increasingly evaluate organisational integrity based on 

digital behaviour, making consistency between values and digital practices essential for maintaining 

legitimacy. As organisations adopt more sophisticated digital tools, maintaining organisational 

integrity becomes indispensable for preserving accountability and ensuring responsible digital 

innovation. Governance transparency can strengthen organisational accountability by making 

managerial practices more visible to stakeholders and reducing the distance between formal 

commitments and actual conduct (Jamaludin et al., 2024). This perspective places ethical judgement 

within routine managerial processes rather than treating it as a separate compliance activity. Such an 

approach also clarifies responsibility when digital systems distribute decisions across leaders, 

employees and automated tools. The practical implication is that ethical expectations must remain 

visible at the point where technology shapes behaviour and organisational choices. The underlying 

concern is organisational coherence, because responsible transformation depends on alignment 

between strategic intentions, operational practices and stakeholder expectations. A stronger 
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analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. 

 

Yusof, Abdullah, et al. (2025) describe integrity as the internal coherence that links moral aspirations 

with operational realities, making it a critical condition for ethical decision making in digital 

transformation contexts. Rahman (2024) argues that organisations with strong integrity frameworks 

are better positioned to confront digital era ethical dilemmas, including concerns about data security, 

digital monitoring and automated decision making. Integrity driven organisations institute controls 

that ensure digital technologies reflect ethical intentions rather than exploit vulnerabilities. 

Moreover, organisational integrity strengthens internal governance mechanisms by enabling ethical 

alignment across all levels of operation. Scholars agree that integrity not only supports compliance 

but also fosters a culture where ethical behaviour becomes habitual rather than enforced. This 

perspective places ethical judgement within routine managerial processes rather than treating it as a 

separate compliance activity. Such an approach also clarifies responsibility when digital systems 

distribute decisions across leaders, employees and automated tools. The practical implication is that 

ethical expectations must remain visible at the point where technology shapes behaviour and 

organisational choices. The underlying concern is organisational coherence, because responsible 

transformation depends on alignment between strategic intentions, operational practices and 

stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. 

 

2.3 Ethical Leadership Sustainable Business Behaviour Strategic Relationships 

The literature positions ethical leadership as a driving force for sustainable business behaviour, 

influencing organisational culture, decision processes and long-term strategic orientation. Zhang 

(2023) contends that leaders who integrate ethical reasoning into technology driven innovation 

enhance organisational capacity to manage sustainability risks. Wilson (2024) notes that ethical 

leadership increases stakeholder trust, which is essential for successful sustainability initiatives and 

reporting practices. Lopez (2023) highlights that ethical leadership strengthens employee 

involvement in sustainability programmes, fostering responsible behaviour even in digital 

environments where monitoring is automated. Ethical leaders help organisations balance economic 

performance with societal expectations, ensuring that sustainability objectives align with digital 

transformation strategies. This dynamic relationship demonstrates that ethical leadership and 

sustainability are mutually reinforcing dimensions essential for long term organisational viability. 

Recent governance research likewise links ethical accountability with sustainable organisational 

development, suggesting that sustainability becomes more credible when responsibility is embedded 

within governance structures (Yusof et al., 2026). This perspective places ethical judgement within 

routine managerial processes rather than treating it as a separate compliance activity. Such an 

approach also clarifies responsibility when digital systems distribute decisions across leaders, 

employees and automated tools. The practical implication is that ethical expectations must remain 

visible at the point where technology shapes behaviour and organisational choices. The underlying 

concern is organisational coherence, because responsible transformation depends on alignment 

between strategic intentions, operational practices and stakeholder expectations. 

 



 

 

INTERNATIONAL JOURNAL OF BUSINESS AND 

MANAGEMENT ADVANCEMENT 

IJBMA  |  e-ISSN: XXXX-XXXX  |  Volume X, Issue X, 20XX 
https;//globalacademianetwork.org/journal 

 

Copyright © 2026 Global Academia Network   |  IJBMA   7 

 

Fernando (2022) argues that sustainability encompasses ethical responsibility, social welfare and 

environmental stewardship, which require leadership behaviour that consistently reinforces moral 

values. Ethical leadership supports sustainability by embedding ethical considerations into decision 

making, particularly when organisations adopt digital tools that alter traditional business models. 

Stakeholders expect transparency in how organisations use digital tools to measure environmental 

impact, allocate resources and monitor performance. Patel (2025) explains that ethical leadership 

reduces compliance violations, contributing to the credibility of sustainability commitments. The 

literature consistently shows that sustainable business behaviour is shaped by ethical leadership that 

guides employees in evaluating the social, environmental and technological implications of 

organisational actions. This perspective places ethical judgement within routine managerial 

processes rather than treating it as a separate compliance activity. Such an approach also clarifies 

responsibility when digital systems distribute decisions across leaders, employees and automated 

tools. The practical implication is that ethical expectations must remain visible at the point where 

technology shapes behaviour and organisational choices. The underlying concern is organisational 

coherence, because responsible transformation depends on alignment between strategic intentions, 

operational practices and stakeholder expectations. A stronger analytical focus on this alignment 

helps distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. A stronger analytical focus on this 

alignment helps distinguish genuine governance capability from symbolic policy statements. 

 

2.4 Digital Transformation Ethical Challenges Organisational Governance Risks 

Digital transformation introduces both transformative opportunities and unprecedented ethical 

challenges. As organisations increasingly rely on data driven decision systems, ethical concerns arise 

regarding fairness, transparency and accountability. Chan (2023) argues that organisations must 

adopt comprehensive ethical governance systems that address harmful consequences associated with 

digital technologies. This includes developing protocols for responsible data use, executing audits 

to identify algorithmic bias and ensuring clarity in digital communication processes. These changes 

have ethical implications that must be considered in strategic planning. Hassan (2024) adds that 

digital technologies can support sustainability efforts when ethically governed but may undermine 

them when ethical frameworks are absent. Technology adoption can generate growth and innovation 

benefits while simultaneously increasing the need for digital sustainability and responsible 

managerial oversight (Yusof, 2025b). This perspective places ethical judgement within routine 

managerial processes rather than treating it as a separate compliance activity. Such an approach also 

clarifies responsibility when digital systems distribute decisions across leaders, employees and 

automated tools. The practical implication is that ethical expectations must remain visible at the 

point were technology shapes behaviour and organisational choices. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. 

Oliver (2023) asserts that digitalisation increases efficiency and innovation yet simultaneously 

produces ethical risks relating to privacy breaches, cyber vulnerability and algorithmic 

discrimination. Lim (2024) explains that digital monitoring and automated workflows raise 

questions about autonomy, informed consent and equitable treatment, requiring leaders to develop 
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ethical safeguards. Zhao (2024) highlights that digital environment amplify ethical visibility, making 

misconduct more easily detectable and damaging to corporate reputation. Pereira (2023) states that 

digital transformation alters organisational structures, affecting resource allocations, communication 

flows and stakeholder relations. Literature demonstrates that effective digital transformation requires 

continuous ethical evaluation and governance mechanisms capable of responding to evolving moral 

expectations. This perspective places ethical judgement within routine managerial processes rather 

than treating it as a separate compliance activity. Such an approach also clarifies responsibility when 

digital systems distribute decisions across leaders, employees and automated tools. The practical 

implication is that ethical expectations must remain visible at the point were technology shapes 

behaviour and organisational choices. The underlying concern is organisational coherence, because 

responsible transformation depends on alignment between strategic intentions, operational practices 

and stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. A stronger analytical focus on this alignment helps 

distinguish genuine governance capability from symbolic policy statements. 

 

2.5 Ethics Integrity Sustainability Digital Governance Strategic Integration 

Literature highlights that digital governance must integrate ethical leadership, organisational 

integrity and sustainability values to ensure responsible technological adoption. Ethical leadership 

provides behavioural direction that guides responsible digital policy development, while 

organisational integrity ensures consistent implementation across departments and systems. Omar 

(2023) adds that digital governance should incorporate ethical training to enhance employee 

awareness and strengthen organisational capacity to handle emerging ethical risks. Scholars also 

agree that sustainability goals are more attainable when digital governance reflects strong ethical 

values. Zhao (2024) notes that sustainability reporting becomes more credible when guided by 

ethical frameworks that ensure responsible data usage and accurate performance measurement. 

Digital leadership frameworks similarly emphasise the importance of connecting technological 

capability with leadership direction and organisational performance (Yusof, 2026). Integrity 

becomes operationally meaningful when stated values are translated into controls, incentives and 

observable managerial behaviour. Consistency across policies and digital practices is therefore 

important because stakeholders can compare organisational claims with increasingly visible 

evidence. This alignment strengthens internal accountability and reduces the risk that technology 

creates a gap between formal values and everyday practice. The underlying concern is organisational 

coherence, because responsible transformation depends on alignment between strategic intentions, 

operational practices and stakeholder expectations. A stronger analytical focus on this alignment 

helps distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. 

 

Warren (2025) argues that digital governance models without ethical foundations are unable to 

mitigate risks associated with digital transformation, leading to erosion of stakeholder trust and 

strategic instability. Kim (2024) explains that organisations with integrated ethical governance 

frameworks display higher resilience in digital transitions because ethical leadership facilitates 

transparent communication and encourages collaborative problem solving. Lopez (2023) emphasises 

that integrating ethical values into digital governance fosters innovation by ensuring that employees 
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can experiment with digital tools in a psychologically safe environment. The literature highlights 

that digital governance must function as a holistic system that aligns ethical leadership, 

organisational integrity and sustainability principles, enabling organisations to navigate digital 

transformation responsibly and sustainably. Integrity becomes operationally meaningful when stated 

values are translated into controls, incentives and observable managerial behaviour. Consistency 

across policies and digital practices is therefore important because stakeholders can compare 

organisational claims with increasingly visible evidence. This alignment strengthens internal 

accountability and reduces the risk that technology creates a gap between formal values and 

everyday practice. The underlying concern is organisational coherence, because responsible 

transformation depends on alignment between strategic intentions, operational practices and 

stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. 

 

3. ETHICAL GOVERNANCE PRESSURES RAPID DIGITAL TRANSFORMATION 

ORGANISATIONAL CHALLENGES 

The intersection of ethical leadership, organisational integrity and sustainable business behaviour 

presents a set of critical issues that organisations must confront in the era of digital transformation. 

Scholars such as Moghaddam and Nof (2022) highlight those ethical expectations have intensified 

as digital systems reshape organisational operations and decision structures. The rapid evolution of 

technology introduces challenges relating to data governance, transparency, ethical risk visibility 

and organisational accountability. Paul (2024) argues that organisations often struggle to balance 

efficiency driven digital innovation with moral responsibilities, resulting in inconsistencies between 

ethical aspirations and operational realities. Idris (2025) notes that the absence of coherent ethical 

frameworks exacerbates tensions between leadership intentions and on ground employee behaviour 

in digital environments. These issues underline the increasing need for organisations to reassess their 

ethical foundations and governance mechanisms to ensure alignment with sustainability expectations 

and stakeholder demands. The following subsections outline major issues that hinder ethical 

consistency, organisational credibility and sustainable outcomes in digitally transforming 

organisations. 

 

3.1 Ethical Leadership Adaptation Digital Complexity Organisational Deficiencies 

One of the most prominent issues identified in the literature concerns the slow adaptation of ethical 

leadership practices to the ethical complexities introduced by digital transformation. Leaders who 

are unfamiliar with these demands often resort to reactive rather than proactive ethical decision 

making. Idris (2025) notes that digitalised organisations produce a rapid flow of information that 

challenges leaders’ ability to maintain consistent ethical oversight. However, many leaders fail to 

translate ethical intentions into digital governance practices, resulting in gaps between policy and 

behaviour. The literature suggests that ethical leadership adaptation remains insufficient, creating 

substantial disconnects between technological advancement and ethical governance. This 

perspective places ethical judgement within routine managerial processes rather than treating it as a 

separate compliance activity. Such an approach also clarifies responsibility when digital systems 

distribute decisions across leaders, employees and automated tools. The practical implication is that 

ethical expectations must remain visible at the point where technology shapes behaviour and 

organisational choices. The underlying concern is organisational coherence, because responsible 
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transformation depends on alignment between strategic intentions, operational practices and 

stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. A stronger analytical focus on this alignment helps 

distinguish genuine governance capability from symbolic policy statements. 

 

Moghaddam and Nof (2022) argue that many leaders lack sufficient understanding of how digital 

systems reshuffle moral responsibilities within organisations. While leaders may demonstrate ethical 

behaviour in traditional contexts, Paul (2024) explains that digital environments present new 

dilemmas that require advanced competencies in data stewardship, algorithmic transparency and 

digital fairness. Ethical risks such as biased algorithms, opaque data processes and digital 

surveillance require leaders to apply moral reasoning in technologically complex situations. Tan 

(2024) states that the ethical lag in leadership adaptation undermines employee confidence, reduces 

accountability and weakens sustainable behaviour across the organisation. This perspective places 

ethical judgement within routine managerial processes rather than treating it as a separate 

compliance activity. Such an approach also clarifies responsibility when digital systems distribute 

decisions across leaders, employees and automated tools. The practical implication is that ethical 

expectations must remain visible at the point where technology shapes behaviour and organisational 

choices. The underlying concern is organisational coherence, because responsible transformation 

depends on alignment between strategic intentions, operational practices and stakeholder 

expectations. A stronger analytical focus on this alignment helps distinguish genuine governance 

capability from symbolic policy statements. Accordingly, the effectiveness of digital transformation 

should be assessed through both performance outcomes and the quality of the organisational 

processes that produce them. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. 

 

3.2 Weak Organisational Integrity Digital Governance System Vulnerabilities 

Weak organisational integrity represents another critical issue affecting digital era governance. 

Rahman (2024) explains that digitalisation exposes organisations to heightened ethical scrutiny 

because digital systems make inconsistencies more visible to stakeholders. Abdullah (2023) 

identifies that many organisations implement digital tools without embedding integrity-based 

controls, resulting in unethical data handling, privacy violations and opaque decision systems. 

Furthermore, organisations with weak integrity often struggle to enforce ethical compliance across 

departments, leading to fragmented governance. Without it, organisations are unable to align digital 

innovation with ethical governance, resulting in inconsistencies that undermine sustainable business 

behaviour. Transparency research also indicates that financial and corporate social responsibility 

disclosure can influence organisational performance, illustrating why visible accountability matters 

within governance systems (Azahari & Mohamed Suhaimi, 2023). Integrity becomes operationally 

meaningful when stated values are translated into controls, incentives and observable managerial 

behaviour. Consistency across policies and digital practices is therefore important because 

stakeholders can compare organisational claims with increasingly visible evidence. This alignment 

strengthens internal accountability and reduces the risk that technology creates a gap between formal 

values and everyday practice. The underlying concern is organisational coherence, because 

responsible transformation depends on alignment between strategic intentions, operational practices 

and stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 
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governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. 

 

Yusof, Abdullah, et al. (2025) emphasise that integrity ensures consistency between values and 

actions, yet many organisations exhibit structural weaknesses that compromise ethical alignment in 

digital operations. When organisations espouse ethical values but fail to uphold them in digital 

practices, credibility erodes quickly. These integrity lapses lead to stakeholder distrust and diminish 

organisational legitimacy. Wilson (2024) states that weak integrity frameworks are especially 

problematic because digital systems amplify misconduct rather than conceal it. Researchers 

emphasise that organisational integrity is essential for sustaining responsible digital transformation. 

This issue persists due to insufficient internal controls, lack of ethical training and limited 

accountability mechanisms, all of which compromise ethical coherence in digital contexts. Integrity 

becomes operationally meaningful when stated values are translated into controls, incentives and 

observable managerial behaviour. Consistency across policies and digital practices is therefore 

important because stakeholders can compare organisational claims with increasingly visible 

evidence. This alignment strengthens internal accountability and reduces the risk that technology 

creates a gap between formal values and everyday practice. The underlying concern is organisational 

coherence, because responsible transformation depends on alignment between strategic intentions, 

operational practices and stakeholder expectations. A stronger analytical focus on this alignment 

helps distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. 

 

3.3 Ethical Leadership Sustainability Imperatives Strategic Misalignment Challenges 

Although ethical leadership is recognised as a driver of sustainability, literature identifies persistent 

misalignment between leadership intentions and sustainability implementation. Zhang (2023) 

explains that leaders often prioritise technological innovation for competitive advantage without 

fully considering social or environmental implications. Employees perceive these inconsistencies as 

organisational hypocrisy, reducing motivation to adopt sustainable behaviour. Lopez (2023) 

highlights that inadequate employee engagement stems from a lack of ethical guidance that connects 

digital performance metrics with sustainability goals. However, misalignment continues to challenge 

organisations, resulting in sustainability practices that lack coherence, accountability and strategic 

integration. This perspective places ethical judgement within routine managerial processes rather 

than treating it as a separate compliance activity. Such an approach also clarifies responsibility when 

digital systems distribute decisions across leaders, employees and automated tools. The practical 

implication is that ethical expectations must remain visible at the point where technology shapes 

behaviour and organisational choices. The underlying concern is organisational coherence, because 

responsible transformation depends on alignment between strategic intentions, operational practices 

and stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. A stronger analytical focus on this alignment helps 

distinguish genuine governance capability from symbolic policy statements. 
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Fernando (2022) argues that many leaders endorse sustainability rhetorically but fail to integrate 

ethical principles into operational decision making. This results in sustainability initiatives that 

appear symbolic rather than substantive. Wilson (2024) notes that the credibility of sustainability 

commitments diminishes when ethical leadership does not translate into consistent actions across 

digital and physical operations. Patel (2025) adds that compliance violations persist because ethical 

leadership is not effectively embedded into sustainability reporting systems. The literature indicates 

that sustainability success depends on strong alignment between leadership ethics, operational 

behaviour and technological innovation. This issue reflects deeper weaknesses in leadership 

commitment, governance design and cultural reinforcement mechanisms. This perspective places 

ethical judgement within routine managerial processes rather than treating it as a separate 

compliance activity. Such an approach also clarifies responsibility when digital systems distribute 

decisions across leaders, employees and automated tools. The practical implication is that ethical 

expectations must remain visible at the point where technology shapes behaviour and organisational 

choices. The underlying concern is organisational coherence, because responsible transformation 

depends on alignment between strategic intentions, operational practices and stakeholder 

expectations. A stronger analytical focus on this alignment helps distinguish genuine governance 

capability from symbolic policy statements. Accordingly, the effectiveness of digital transformation 

should be assessed through both performance outcomes and the quality of the organisational 

processes that produce them. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. 

 

3.4 Rapid Digital Transformation Ethical Risk Regulatory Vulnerabilities 

Digital transformation brings numerous benefits but also introduces ethical risks that many 

organisations fail to manage effectively. These risks are intensified by the speed of digital 

transformation, which often outpaces the development of ethical guidelines and governance 

standards. Chan (2023) highlights that organisation typically prioritise efficiency and performance 

in their digital transformation strategies, neglecting ethical considerations that should accompany 

technological adoption. Pereira (2023) states that ethical risks become entrenched when 

organisations fail to conduct adequate ethical assessments before implementing new digital 

technologies. For example, digital tools may increase energy consumption, marginalise certain 

groups or produce inequitable outcomes. Digital adoption studies show that resilience benefits 

depend on how organisations absorb and manage technological change, rather than on adoption 

alone (Yusof, 2025a). This perspective places ethical judgement within routine managerial processes 

rather than treating it as a separate compliance activity. Such an approach also clarifies responsibility 

when digital systems distribute decisions across leaders, employees and automated tools. The 

practical implication is that ethical expectations must remain visible at the point where technology 

shapes behaviour and organisational choices. The underlying concern is organisational coherence, 

because responsible transformation depends on alignment between strategic intentions, operational 

practices and stakeholder expectations. A stronger analytical focus on this alignment helps 

distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. 

 

Oliver (2023) identifies that unregulated adoption of digital tools heightens risks related to data 

misuse, cyber insecurity and discriminatory algorithmic outputs. Lim (2024) argues that automated 

decision making and digital monitoring raise ethical concerns about fairness, autonomy and 
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informed consent. Zhao (2024) notes that the lack of transparency in digital systems further 

contributes to ethical uncertainty, as stakeholders struggle to understand how their data is used or 

how algorithmic decisions are generated. Hassan (2024) emphasises that without structured ethical 

governance, digital transformation can undermine sustainability goals. The literature consistently 

shows that rapid digitalisation without ethical safeguards creates systemic vulnerabilities that 

compromise organisational integrity and sustainability performance. This perspective places ethical 

judgement within routine managerial processes rather than treating it as a separate compliance 

activity. Such an approach also clarifies responsibility when digital systems distribute decisions 

across leaders, employees and automated tools. The practical implication is that ethical expectations 

must remain visible at the point where technology shapes behaviour and organisational choices. The 

underlying concern is organisational coherence, because responsible transformation depends on 

alignment between strategic intentions, operational practices and stakeholder expectations. A 

stronger analytical focus on this alignment helps distinguish genuine governance capability from 

symbolic policy statements. Accordingly, the effectiveness of digital transformation should be 

assessed through both performance outcomes and the quality of the organisational processes that 

produce them. 

 

3.5 Fragmented Digital Governance Ethical Integration Structural Weaknesses 

The final major issue concerns fragmented digital governance structures that lack integration of 

ethical leadership, organisational integrity and sustainability values. As a result, governance 

mechanisms fail to address ethical risks comprehensively. Omar (2023) notes that digital governance 

without ethical integration fails to prepare employees for the ethical challenges associated with 

digital tools, leaving them uncertain about appropriate behavioural expectations. Zhao (2024) states 

that sustainability goals become difficult to achieve when governance structures do not integrate 

ethical and environmental considerations into digital systems. The literature concludes that 

fragmented governance is a structural issue that undermines digital transformation’s potential to 

enhance ethical conduct and sustainable behaviour. This perspective places ethical judgement within 

routine managerial processes rather than treating it as a separate compliance activity. Such an 

approach also clarifies responsibility when digital systems distribute decisions across leaders, 

employees and automated tools. The practical implication is that ethical expectations must remain 

visible at the point where technology shapes behaviour and organisational choices. The underlying 

concern is organisational coherence, because responsible transformation depends on alignment 

between strategic intentions, operational practices and stakeholder expectations. A stronger 

analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. Accordingly, the effectiveness of digital transformation should be assessed 

through both performance outcomes and the quality of the organisational processes that produce 

them. A stronger analytical focus on this alignment helps distinguish genuine governance capability 

from symbolic policy statements. 

 

Warren (2025) argues that many organisations implement digital governance in isolated functional 

areas rather than adopting a holistic approach that aligns technological, ethical and sustainability 

objectives. Kim (2024) explains that fragmented governance produces inconsistencies in digital 

policy enforcement, reducing organisational accountability and weakening employee confidence. 

Lack of ethical training erodes organisational competence in managing emerging risks. Lopez (2023) 

highlights that fragmented governance reduces psychological safety, inhibiting responsible 

innovation and discouraging employees from reporting misconduct or questioning unethical digital 
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practices. Fragmentation results in poor information flow, weak decision coordination and minimal 

oversight of digital processes. This perspective places ethical judgement within routine managerial 

processes rather than treating it as a separate compliance activity. Such an approach also clarifies 

responsibility when digital systems distribute decisions across leaders, employees and automated 

tools. The practical implication is that ethical expectations must remain visible at the point where 

technology shapes behaviour and organisational choices. The underlying concern is organisational 

coherence, because responsible transformation depends on alignment between strategic intentions, 

operational practices and stakeholder expectations. A stronger analytical focus on this alignment 

helps distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. A stronger analytical focus on this 

alignment helps distinguish genuine governance capability from symbolic policy statements. 

 

4. ETHICAL LEADERSHIP INTEGRITY SUSTAINABILITY DIGITAL ORGANISATION 

STRATEGIC INTEGRATION 

Digital transformation has redefined organisational expectations and introduced new ethical 

complexities that require reinterpretation of leadership roles, integrity structures and sustainability 

commitments. According to Moghaddam and Nof (2022), organisations operate in an environment 

where technology reshapes decision processes, accountability and behavioural norms, demanding 

ethical leadership that can navigate increased moral ambiguity. Paul (2024) explains that the 

convergence of digital advancement and ethical responsibility necessitates critical evaluation of how 

organisational values align with daily digital practices. This evolving landscape requires a deeper 

understanding of the interdependencies between ethical leadership, organisational integrity and 

sustainable behaviour, particularly as stakeholders increasingly assess organisations based on their 

digital conduct. Idris (2025) highlights that ethical governance must extend beyond traditional 

boundaries and integrate technological realities that influence ethical performance. Therefore, the 

discussion critically examines how leadership ethics, integrity systems and sustainability values 

interact within digitally transforming organisations and how these relationships shape organisational 

resilience, legitimacy and long-term strategy. 

 

4.1 Ethical Leadership Responses Digital Complexity Strategic Interpretation 

Ethical leadership is widely acknowledged as a pivotal factor in shaping responsible organisational 

behaviour, yet digital transformation requires leaders to expand their ethical competencies beyond 

conventional boundaries. Leaders are expected to navigate these complexities with moral clarity, yet 

Paul (2024) notes that many struggle to understand the ethical implications of new technologies, 

resulting in inconsistent decision making that undermines organisational trust. Furthermore, ethical 

leadership requires an ability to communicate ethical expectations clearly in digital environments 

where actions are often mediated by technology rather than direct human interaction. Karim (2023) 

adds that psychological safety becomes even more critical when digital systems blur traditional 

boundaries, and ethical leadership plays a vital role in creating an environment where employees 

feel confident to raise ethical concerns. This perspective places ethical judgement within routine 

managerial processes rather than treating it as a separate compliance activity. Such an approach also 

clarifies responsibility when digital systems distribute decisions across leaders, employees and 

automated tools. The practical implication is that ethical expectations must remain visible at the 

point where technology shapes behaviour and organisational choices. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 
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strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. 

 

Moghaddam and Nof (2022) argue that ethical leadership traditionally focused on interpersonal 

fairness and moral judgement must now address emerging digital dilemmas linked to data 

governance, algorithmic transparency and digital monitoring. Digital systems generate large 

volumes of information that can overwhelm leaders, limiting their ability to maintain oversight of 

ethical risks. Idris (2025) explains that ethical leadership demands proactive identification of risks 

arising from automation and artificial intelligence to prevent unintended ethical violations. Tan 

(2024) states that leaders who fail to establish ethical guidelines for digital behaviour create 

ambiguity that affects employee decision making. The discussion shows that ethical leadership 

responses remain insufficient in many organisations, revealing a gap between ethical expectations 

and leadership capabilities in digital contexts. This perspective places ethical judgement within 

routine managerial processes rather than treating it as a separate compliance activity. Such an 

approach also clarifies responsibility when digital systems distribute decisions across leaders, 

employees and automated tools. The practical implication is that ethical expectations must remain 

visible at the point where technology shapes behaviour and organisational choices. The underlying 

concern is organisational coherence, because responsible transformation depends on alignment 

between strategic intentions, operational practices and stakeholder expectations. A stronger 

analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. Accordingly, the effectiveness of digital transformation should be assessed 

through both performance outcomes and the quality of the organisational processes that produce 

them. 

 

4.2 Organisational Integrity Technology Driven Structures Strategic Reconstruction 

Organisational integrity is essential for maintaining ethical coherence, yet digital transformation 

exposes weaknesses in integrity systems that require critical reconstruction. Rahman (2024) explains 

that digital tools such as automated monitoring, data analytics and algorithmic decision systems 

reveal integrity lapses that previously may have gone unnoticed. Wilson (2024) argues that 

stakeholders increasingly judge organisational integrity based on digital actions rather than physical 

practices, placing pressure on organisations to strengthen governance systems that support ethical 

consistency. Pereira (2023) highlights that integrity systems must be redesigned to include digital 

ethics training, monitoring protocols and decision frameworks that reflect new technological 

realities. Integrity becomes operationally meaningful when stated values are translated into controls, 

incentives and observable managerial behaviour. Consistency across policies and digital practices is 

therefore important because stakeholders can compare organisational claims with increasingly 

visible evidence. This alignment strengthens internal accountability and reduces the risk that 

technology creates a gap between formal values and everyday practice. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. A stronger 
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analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. 

 

Yusof, Abdullah, et al. (2025) emphasise that organisational integrity depends on alignment between 

stated values and enacted behaviours, but digital environments make these inconsistencies more 

visible. When organisations adopt technology without embedding integrity-based controls, they risk 

unethical outcomes that erode stakeholder trust. Abdullah (2023) notes that integrity failures are 

evident in cases where data is misused, privacy is breached or algorithmic decisions reflect bias. 

Digital transformation demands integrity structures that can manage complex data flows, ensure 

transparency and enforce accountability. Without such reconstruction, organisations struggle to 

uphold integrity in environments where digital traces reveal inconsistencies rapidly. The discussion 

indicates that organisational integrity must evolve from static value statements into dynamic 

governance mechanisms that align with the operational complexities of technology driven structures. 

Integrity becomes operationally meaningful when stated values are translated into controls, 

incentives and observable managerial behaviour. Consistency across policies and digital practices is 

therefore important because stakeholders can compare organisational claims with increasingly 

visible evidence. This alignment strengthens internal accountability and reduces the risk that 

technology creates a gap between formal values and everyday practice. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. 

 

4.3 Sustainability Commitments Digital Disruption Strategic Organisational Reassessment 

The integration of sustainability principles into organisational strategies remains essential, yet digital 

transformation introduces disruptions that challenge the authenticity, coherence and effectiveness of 

sustainability commitments. Zhang (2023) notes that technological advancements can either support 

or undermine sustainability depending on how they are governed. Wilson (2024) highlights that 

sustainability reporting often lacks alignment with digital practices, creating discrepancies that raise 

questions about organisational credibility. Lopez (2023) argues that employee engagement in 

sustainability efforts weakens when leadership fails to provide ethical guidance that connects digital 

innovation with sustainability objectives. Sustainable behaviour cannot be achieved through 

environmental metrics alone; it requires ethical leadership that guides technology adoption, 

governance structures that enforce accountability and integrity systems that ensure transparency 

across digital operations. Empirical analysis of digital transformation among smaller firms further 

demonstrates the strategic connection between digital change, organisational stability and 

sustainable competitiveness (Yusof, Kamarudin, et al., 2025). Sustainability in this context requires 

economic objectives to be considered alongside social responsibility, stakeholder expectations and 

long-term organisational resilience. Digital initiatives are therefore more defensible when their 

performance benefits are evaluated together with their wider organisational and societal 

consequences. This integrated view prevents sustainability from becoming detached from the 

decisions that determine how technology is designed, implemented and governed. The underlying 

concern is organisational coherence, because responsible transformation depends on alignment 

between strategic intentions, operational practices and stakeholder expectations. 
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Fernando (2022) explains that sustainability requires long term commitment to ethical, 

environmental and social values, but many organisations adopt digital strategies that prioritise 

efficiency over ethical considerations. For example, digital tools may optimise resource usage but 

can also produce inequitable outcomes if not ethically managed. The absence of harmonised digital 

and sustainability strategies leads to fragmentation, where sustainability initiatives appear symbolic 

rather than integrated. Patel (2025) states that compliance violations persist because sustainability 

frameworks do not adequately incorporate digital ethics considerations. This discussion suggests 

that organisations must reassess sustainability commitments by integrating ethical principles into 

digital innovation pathways. Without such alignment, sustainability efforts remain vulnerable to 

disruption in digitally evolving environments. Sustainability in this context requires economic 

objectives to be considered alongside social responsibility, stakeholder expectations and long-term 

organisational resilience. Digital initiatives are therefore more defensible when their performance 

benefits are evaluated together with their wider organisational and societal consequences. This 

integrated view prevents sustainability from becoming detached from the decisions that determine 

how technology is designed, implemented and governed. The underlying concern is organisational 

coherence, because responsible transformation depends on alignment between strategic intentions, 

operational practices and stakeholder expectations. A stronger analytical focus on this alignment 

helps distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. 

 

4.4 Ethical Governance Effectiveness Rapid Digitalisation Strategic Evaluation 

Ethical governance plays a central role in determining how organisations respond to the ethical risks 

associated with rapid digitalisation, yet literature reveals persistent gaps that limit governance 

effectiveness. Lim (2024) notes that digital monitoring and automated decision-making raise 

concerns about fairness and autonomy, yet governance frameworks often fail to address these issues 

explicitly. This fragmentation reduces organisational accountability and creates vulnerabilities in 

ethical oversight. Zhao (2024) highlights that transparency remains insufficient in many governance 

structures, especially when organisations cannot explain how digital systems generate decisions. 

Hassan (2024) notes that failure to integrate sustainability considerations into digital governance 

further weakens ethical performance. Organisations require governance structures that incorporate 

digital ethics, sustainability criteria and integrity principles to achieve resilient and responsible 

outcomes. This perspective places ethical judgement within routine managerial processes rather than 

treating it as a separate compliance activity. Such an approach also clarifies responsibility when 

digital systems distribute decisions across leaders, employees and automated tools. The practical 

implication is that ethical expectations must remain visible at the point where technology shapes 

behaviour and organisational choices. The underlying concern is organisational coherence, because 

responsible transformation depends on alignment between strategic intentions, operational practices 

and stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. 

 

Oliver (2023) emphasises that digital transformation accelerates ethical risks related to privacy, 

cyber security and algorithmic discrimination, requiring governance mechanisms that can anticipate 

and mitigate these challenges. However, many organisations adopt technology without 
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comprehensive ethical assessments, resulting in governance systems that react to problems rather 

than preventing them. Chan (2023) argues that governance systems are frequently fragmented, 

causing inconsistent enforcement of digital policies across departments. Such opacity undermines 

trust and carries reputational risks. Pereira (2023) adds that governance mechanisms often lack 

adaptability, making them unable to respond to rapidly evolving technological landscapes. The 

discussion underscores that ethical governance must evolve into an integrated, flexible and proactive 

system capable of managing the ethical challenges of digitalisation. This perspective places ethical 

judgement within routine managerial processes rather than treating it as a separate compliance 

activity. Such an approach also clarifies responsibility when digital systems distribute decisions 

across leaders, employees and automated tools. The practical implication is that ethical expectations 

must remain visible at the point where technology shapes behaviour and organisational choices. The 

underlying concern is organisational coherence, because responsible transformation depends on 

alignment between strategic intentions, operational practices and stakeholder expectations. A 

stronger analytical focus on this alignment helps distinguish genuine governance capability from 

symbolic policy statements. Accordingly, the effectiveness of digital transformation should be 

assessed through both performance outcomes and the quality of the organisational processes that 

produce them. 

 

4.5 Unified Digital Governance Ethics Integrity Sustainability Strategic Models 

A critical issue identified throughout the literature is the lack of unified governance models that 

integrate ethical leadership, organisational integrity and sustainability principles. Integrated 

governance is necessary to ensure that digital transformation aligns with ethical values and long-

term sustainability objectives. Omar (2023) emphasises that unified governance models must 

incorporate ethical training programmes that equip employees with knowledge to navigate digital 

complexities responsibly. Zhao (2024) adds that sustainability goals are more achievable when 

digital processes reflect ethical values that guide performance measurement and reporting. Integrated 

frameworks reduce fragmentation, enhance stakeholder trust and support responsible innovation. As 

digital environments continue to evolve, unified governance will be essential for organisations 

seeking long term success grounded in ethical and sustainable principles. This perspective places 

ethical judgement within routine managerial processes rather than treating it as a separate 

compliance activity. Such an approach also clarifies responsibility when digital systems distribute 

decisions across leaders, employees and automated tools. The practical implication is that ethical 

expectations must remain visible at the point where technology shapes behaviour and organisational 

choices. The underlying concern is organisational coherence, because responsible transformation 

depends on alignment between strategic intentions, operational practices and stakeholder 

expectations. A stronger analytical focus on this alignment helps distinguish genuine governance 

capability from symbolic policy statements. Accordingly, the effectiveness of digital transformation 

should be assessed through both performance outcomes and the quality of the organisational 

processes that produce them. 

 

Warren (2025) argues that organisations frequently manage these elements in isolation, resulting in 

disjointed governance frameworks that fail to address ethical risks comprehensively. Kim (2024) 

explains that when ethical leadership informs digital governance, organisations experience improved 

transparency, accountability and employee engagement. Lopez (2023) notes that psychological 

safety improves when ethical and sustainability values are embedded into digital decision systems, 

encouraging employees to report concerns without fear of repercussions. This discussion 
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demonstrates that unified governance models enable organisations to maintain ethical consistency 

across digital and physical operations. The alignment of ethical leadership, integrity systems and 

sustainability commitments ensures that digital transformation contributes positively to 

organisational resilience and legitimacy. This perspective places ethical judgement within routine 

managerial processes rather than treating it as a separate compliance activity. Such an approach also 

clarifies responsibility when digital systems distribute decisions across leaders, employees and 

automated tools. The practical implication is that ethical expectations must remain visible at the 

point where technology shapes behaviour and organisational choices. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. 

 

5. RESPONSIBLE SUSTAINABLE DIGITAL GOVERNANCE STRATEGIC 

DEVELOPMENT PATHWAYS 

Organisations facing rapid digital transformation require strategic recommendations that reinforce 

ethical leadership, strengthen organisational integrity and embed sustainability within governance 

systems. Scholars such as Moghaddam and Nof (2022) emphasise that ethical performance is no 

longer optional, as digital systems increase visibility, speed and scale of organisational decisions. 

Paul (2024) stresses that failing to integrate ethics into digital operations exposes organisations to 

regulatory, reputational and social risks. Idris (2025) further argues that long term resilience depends 

on the ability to align ethical leadership with digital innovation and sustainable behaviour. The 

following recommendations provide a structured pathway for organisations to address ethical 

challenges, build integrity-based cultures and ensure that sustainability objectives are fully 

integrated into digital transformation efforts. 

 

5.1 Ethical Leadership Competencies Digital Era Strategic Decision Making 

Ethical leadership must evolve to meet the demands of digital complexity, and therefore 

organisations should implement systematic leadership development programmes focused on digital 

ethics. Traditional leadership training is insufficient, as digital environments require leaders to 

understand how technology can amplify ethical risks. Organisations should integrate structured 

learning on emerging digital ethical issues, scenario-based decision training and frameworks for 

evaluating digital risks. This includes understanding algorithmic bias, privacy considerations and 

the unintended consequences of digital surveillance. Strengthening ethical leadership competencies 

enhances organisational capacity to interpret complex digital signals, promotes accountability and 

ensures consistent ethical oversight. This perspective places ethical judgement within routine 

managerial processes rather than treating it as a separate compliance activity. Such an approach also 

clarifies responsibility when digital systems distribute decisions across leaders, employees and 

automated tools. The practical implication is that ethical expectations must remain visible at the 

point where technology shapes behaviour and organisational choices. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. A stronger 
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analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. 

 

Moghaddam and Nof (2022) argue that leaders must be equipped with advanced knowledge of 

ethical implications associated with artificial intelligence, automation, data governance and 

algorithmic decision systems. Paul (2024) highlights the need for competency frameworks that 

include digital transparency, fairness in automated decisions and responsible data handling. Idris 

(2025) adds that leaders should be encouraged to adopt proactive ethical reasoning that anticipates 

risks before they materialise. Tan (2024) suggests developing leadership communication strategies 

that clarify ethical expectations across digital systems. These measures help organisations build 

leadership teams capable of guiding employees through ethical dilemmas arising from technological 

innovation. This perspective places ethical judgement within routine managerial processes rather 

than treating it as a separate compliance activity. Such an approach also clarifies responsibility when 

digital systems distribute decisions across leaders, employees and automated tools. The practical 

implication is that ethical expectations must remain visible at the point where technology shapes 

behaviour and organisational choices. The underlying concern is organisational coherence, because 

responsible transformation depends on alignment between strategic intentions, operational practices 

and stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. A stronger analytical focus on this alignment helps 

distinguish genuine governance capability from symbolic policy statements. 

 

5.2 Organisational Integrity Digital Governance Structural Institutionalisation Strategies 

Organisational integrity must be embedded directly into digital governance systems to ensure 

consistent ethical behaviour across technologically mediated operations. Organisations should 

establish digital integrity protocols that define acceptable behaviours, outline responsibilities for data 

handling and incorporate ethical safeguards into all technological processes. Abdullah (2023) notes 

that organisations should introduce mandatory digital ethics training that reinforces integrity 

expectations for all employees. Governance structures should also include integrity checklists for 

evaluating digital transformation projects. Embedding integrity into digital governance builds trust, 

reduces ethical violations and ensures that digital transformation is aligned with organisational 

values. Operational research also shows that technology intensive systems require clear governance 

and accountability arrangements to protect performance as organisational processes become more 

interconnected (Abdullah et al., 2020). Integrity becomes operationally meaningful when stated 

values are translated into controls, incentives and observable managerial behaviour. Consistency 

across policies and digital practices is therefore important because stakeholders can compare 

organisational claims with increasingly visible evidence. This alignment strengthens internal 

accountability and reduces the risk that technology creates a gap between formal values and 

everyday practice. The underlying concern is organisational coherence, because responsible 

transformation depends on alignment between strategic intentions, operational practices and 

stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. 
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Yusof, Abdullah, et al. (2025) argue that integrity frameworks should extend beyond value 

statements and evolve into actionable governance mechanisms. Rahman (2024) stresses that 

integrity-based controls must be built into digital tools through transparent data workflows, audit 

trails, privacy protection and mechanisms for detecting misconduct. Wilson (2024) recommends 

establishing cross functional integrity committees to monitor ethical performance in digital 

operations, ensuring accountability across departments. Pereira (2023) emphasises the importance 

of integrating integrity metrics into organisational performance evaluations to ensure that ethical 

behaviour is consistently rewarded. Integrity becomes operationally meaningful when stated values 

are translated into controls, incentives and observable managerial behaviour. Consistency across 

policies and digital practices is therefore important because stakeholders can compare organisational 

claims with increasingly visible evidence. This alignment strengthens internal accountability and 

reduces the risk that technology creates a gap between formal values and everyday practice. The 

underlying concern is organisational coherence, because responsible transformation depends on 

alignment between strategic intentions, operational practices and stakeholder expectations. A 

stronger analytical focus on this alignment helps distinguish genuine governance capability from 

symbolic policy statements. Accordingly, the effectiveness of digital transformation should be 

assessed through both performance outcomes and the quality of the organisational processes that 

produce them. A stronger analytical focus on this alignment helps distinguish genuine governance 

capability from symbolic policy statements. Accordingly, the effectiveness of digital transformation 

should be assessed through both performance outcomes and the quality of the organisational 

processes that produce them. 

 

5.3 Sustainability Principles Digital Innovation Strategic Integration Mechanisms 

Sustainability must be aligned with digital innovation strategies to ensure that technological 

advancements support long term organisational and societal goals. Organisations should conduct 

sustainability impact assessments for all digital projects to evaluate environmental, social and ethical 

implications. Wilson (2024) emphasises that sustainability reporting should incorporate digital 

metrics that reflect how technology influences organisational practices. Patel (2025) recommends 

developing sustainability dashboards that use digital analytics to monitor progress and identify areas 

for improvement. Integrating sustainability principles into digital strategies ensures that 

technological advancements contribute to long term organisational resilience, stakeholder 

satisfaction and social responsibility. Sustainability in this context requires economic objectives to 

be considered alongside social responsibility, stakeholder expectations and long-term organisational 

resilience. Digital initiatives are therefore more defensible when their performance benefits are 

evaluated together with their wider organisational and societal consequences. This integrated view 

prevents sustainability from becoming detached from the decisions that determine how technology 

is designed, implemented and governed. The underlying concern is organisational coherence, 

because responsible transformation depends on alignment between strategic intentions, operational 

practices and stakeholder expectations. A stronger analytical focus on this alignment helps 

distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. A stronger analytical focus on this 

alignment helps distinguish genuine governance capability from symbolic policy statements. 

 

Fernando (2022) argues that sustainability cannot operate as a separate initiative but must be woven 

into digital planning, resource allocation and performance evaluation. Zhang (2023) highlights that 
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digital tool can enhance sustainability when guided by ethical frameworks, such as improving energy 

efficiency, reducing waste and enabling responsible resource management. Lopez (2023) suggests 

integrating sustainability goals into digital training programmes to foster employee engagement and 

ensure shared understanding of sustainability values. Organisations should also explore partnerships 

with technology providers who prioritise sustainability and ethical innovation. Sustainability in this 

context requires economic objectives to be considered alongside social responsibility, stakeholder 

expectations and long-term organisational resilience. Digital initiatives are therefore more defensible 

when their performance benefits are evaluated together with their wider organisational and societal 

consequences. This integrated view prevents sustainability from becoming detached from the 

decisions that determine how technology is designed, implemented and governed. The underlying 

concern is organisational coherence, because responsible transformation depends on alignment 

between strategic intentions, operational practices and stakeholder expectations. A stronger 

analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. Accordingly, the effectiveness of digital transformation should be assessed 

through both performance outcomes and the quality of the organisational processes that produce 

them. A stronger analytical focus on this alignment helps distinguish genuine governance capability 

from symbolic policy statements. Sustainability in this context requires economic objectives to be 

considered alongside social responsibility, stakeholder expectations and long-term organisational 

resilience. 

 

5.4 Ethical Governance Mechanisms Digital Risk Strategic Management 

Given the rapid nature of digital transformation, organisations must strengthen ethical governance 

mechanisms to effectively manage emerging risks. Lim (2024) highlights that governance systems 

should incorporate ethical risk assessments, clear escalation procedures and protocols for evaluating 

algorithmic decision processes. Chan (2023) emphasises the need for cross functional digital ethics 

boards responsible for reviewing new technologies and assessing potential ethical impacts. Pereira 

(2023) suggests embedding ethical governance requirements into vendor selection processes to 

ensure that third party technologies meet ethical standards. Strengthening ethical governance 

enhances organisational accountability and provides safeguards that ensure digital transformation 

occurs responsibly and sustainably. This perspective places ethical judgement within routine 

managerial processes rather than treating it as a separate compliance activity. Such an approach also 

clarifies responsibility when digital systems distribute decisions across leaders, employees and 

automated tools. The practical implication is that ethical expectations must remain visible at the 

point where technology shapes behaviour and organisational choices. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. A stronger 

analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. 

 

Oliver (2023) argues that organisations require governance frameworks that are flexible, transparent 

and capable of responding to new ethical challenges posed by digital technologies. Organisations 

must adopt governance models that promote transparency in how digital systems operate, including 

explanations of how data is collected, processed and used in decision making. Zhao (2024) 
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recommends instituting digital fairness audits to detect discriminatory outcomes and ensure equal 

treatment across automated decisions. Hassan (2024) argues that organisations must integrate 

sustainability considerations into ethical governance to prevent technological innovations from 

undermining environmental or social goals. This perspective places ethical judgement within routine 

managerial processes rather than treating it as a separate compliance activity. Such an approach also 

clarifies responsibility when digital systems distribute decisions across leaders, employees and 

automated tools. The practical implication is that ethical expectations must remain visible at the 

point where technology shapes behaviour and organisational choices. The underlying concern is 

organisational coherence, because responsible transformation depends on alignment between 

strategic intentions, operational practices and stakeholder expectations. A stronger analytical focus 

on this alignment helps distinguish genuine governance capability from symbolic policy statements. 

Accordingly, the effectiveness of digital transformation should be assessed through both 

performance outcomes and the quality of the organisational processes that produce them. A stronger 

analytical focus on this alignment helps distinguish genuine governance capability from symbolic 

policy statements. 

 

5.5 Integrated Governance Models Ethics Integrity Sustainability Strategic Development 

A unified governance model that integrates ethical leadership, organisational integrity and 

sustainability principles is essential for managing digital transformation effectively. Kim (2024) 

recommends creating governance charters that outline how ethical values, integrity principles and 

sustainability goals interact within digital operations. Lopez (2023) highlights that psychological 

safety improves when employees perceive alignment between ethical expectations and digital 

processes, enabling them to raise concerns without fear. Integrated governance models also reduce 

duplication of policies, clarify decision pathways and ensure coordinated oversight. Digital 

commerce research demonstrates that stakeholder perceptions are increasingly formed through 

technology mediated information and online evaluations, strengthening the case for transparent and 

ethically consistent digital governance (Zaini et al., 2026). Integrity becomes operationally 

meaningful when stated values are translated into controls, incentives and observable managerial 

behaviour. Consistency across policies and digital practices is therefore important because 

stakeholders can compare organisational claims with increasingly visible evidence. This alignment 

strengthens internal accountability and reduces the risk that technology creates a gap between formal 

values and everyday practice. The underlying concern is organisational coherence, because 

responsible transformation depends on alignment between strategic intentions, operational practices 

and stakeholder expectations. A stronger analytical focus on this alignment helps distinguish genuine 

governance capability from symbolic policy statements. Accordingly, the effectiveness of digital 

transformation should be assessed through both performance outcomes and the quality of the 

organisational processes that produce them. 

 

Warren (2025) argues that fragmented governance structures hinder organisational coherence and 

limit the effectiveness of ethical decision making. Organisations should therefore design integrated 

governance frameworks that combine ethical oversight, integrity monitoring and sustainability 

evaluation within a single system. Omar (2023) emphasises that integrated governance models must 

include continuous training, transparent communication systems and shared accountability 

mechanisms. Zhao (2024) argues that unified governance enables accurate sustainability 

measurement and reinforces ethical consistency across digital workflows. By developing unified 

governance structures, organisations can strengthen stakeholder trust, enhance resilience and achieve 
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responsible digital transformation grounded in ethical and sustainable principles. Integrity becomes 

operationally meaningful when stated values are translated into controls, incentives and observable 

managerial behaviour. Consistency across policies and digital practices is therefore important 

because stakeholders can compare organisational claims with increasingly visible evidence. This 

alignment strengthens internal accountability and reduces the risk that technology creates a gap 

between formal values and everyday practice. The underlying concern is organisational coherence, 

because responsible transformation depends on alignment between strategic intentions, operational 

practices and stakeholder expectations. A stronger analytical focus on this alignment helps 

distinguish genuine governance capability from symbolic policy statements. Accordingly, the 

effectiveness of digital transformation should be assessed through both performance outcomes and 

the quality of the organisational processes that produce them. A stronger analytical focus on this 

alignment helps distinguish genuine governance capability from symbolic policy statements. 

 

6. CONCLUSION 

The accelerating pace of digital transformation has reshaped organisational expectations, 

intensifying the need for ethical leadership, strong integrity structures and sustainable business 

behaviour. As highlighted in the literature, ethical leadership provides the moral direction necessary 

to navigate digital complexity, ensuring responsible decision making in environments shaped by 

data driven processes and automated systems. Organisational integrity becomes essential for 

maintaining coherence between stated values and enacted behaviour, particularly as digital tools 

increase visibility and expose inconsistencies with greater clarity. Sustainability, once perceived as 

a peripheral objective, is now a strategic imperative that must be integrated into digital innovation 

to strengthen long term resilience and societal trust. 

 

The discussion demonstrates that fragmented governance, insufficient ethical competencies and 

misaligned sustainability initiatives continue to hinder organisational performance in digital 

contexts. The recommendations emphasise the need for unified governance models that connect 

ethical leadership, integrity frameworks and sustainability principles. Moving forward, organisations 

must adopt holistic ethical strategies that align technology adoption with moral responsibility. By 

embedding ethics into digital transformation, organisations can enhance legitimacy, protect 

stakeholder interests and build sustainable futures grounded in accountability and value driven 

decision making. 

 

The conceptual synthesis also indicates that responsible digital transformation should be treated as 

an ongoing governance capability rather than a one time technology initiative. Future research can 

test the relationships proposed in this article across industries and organisational settings, 

particularly the mechanisms through which ethical leadership and organisational integrity influence 

sustainable behaviour under different levels of digital intensity. Comparative and empirical work 

could also examine how governance transparency, leadership capability and stakeholder scrutiny 

shape the effectiveness of digital ethics practices. For managers, the central implication is that digital 

performance should not be separated from ethical accountability. Organisations that connect 

leadership judgement, integrity controls, sustainability priorities and transparent governance are 

better positioned to manage emerging digital risks while preserving trust. This integrated orientation 

provides a stronger basis for responsible innovation, organisational resilience and sustainable value 

creation as technological systems continue to influence strategic and operational decisions. 
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